
	 	 	

MWD Advisors is a specialist advisory firm which provides practical, independent industry insights to business 
leaders and technology professionals working to drive change with the help of digital technology. Our 
approach combines flexible, pragmatic mentoring and advisory services, built on a deep industry best practice 
and technology research foundation. 

The CIO WaterCooler is an eco-system for CIOs and leading technologists from around the world to come 
together, share their news and views and discuss the challenges facing the industry. It features a rich collection 
of inspiring articles, blogs and ideas from IT Leaders, analysts and service providers, with insights into the 
challenges and successes within the sector. www.ciowatercooler.co.uk 
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CIOs’ responses to digital 
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MWD Advisors conducted an in-depth CIO study in spring 2017, in association with CIO Water Cooler. It shows 
that as organisations embark on the journey of digital transformation, IT functions need to step up their 
game—regaining trust with the business and upskilling in key disciplines such as customer experience, 
business architecture and innovation. 
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Top takeaways 
	 	

CIOs are positioning themselves for the future 
CIOs, and the IT organisations they’re responsible for, are positioning themselves for 
innovation, digital and CX responsibilities. Clearly this group of respondents think they 
should have broader business remits, and not just be limited to ‘order-taking’ roles. 1 
Important tensions need to be resolved 
Dysfunctional IT / business relationships, remain, with tension around delivery and 
responsibility. Unless these tensions can be resolved and new working patterns established, 
CIOs are unlikely to be able to fulfil their aspirations. 2

2 Looking beyond hiring talent 
Skills availability is the big constraint – but what about recruitment vs training existing staff? 
Most organisations can't expect to fill demand for skilled resources from the market - 
especially with regard to digital or innovation initiatives – firms must train existing staff. 3

2 The argument for cloud platforms is already won 
Cloud platforms are now ‘part of the furniture’. The ease-of-use of many cloud services is 
likely to have a beneficial impact where skills are an issue, but cloud platforms can also 
exacerbate information and technology governance, architecture and risk management 
challenges. Organisations need to pay careful attention in these areas. 4

2
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Taking the pulse of today’s CIOs 
Digital technologies are more intertwined with business products, services, processes and models intertwined 
than ever. Whether you want to explore the impacts of cloud platforms, machine learning, robotic automation, 
citizen developers or DevOps (or any of a dozen other things) it’s easy to see that the opportunities, challenges 
and expectations for corporate IT groups are all changing fast. 

We invited people who self-identified themselves as fulfilling a leadership role in a corporate IT setting to 
complete a short online survey. We wanted to explore how corporate IT groups are responding today across 
different industries and locations. Our survey ran over six weeks in March and early April 2017. It attracted 65 
respondents, with a good spread across industry sectors (including education, public sector and not-for-profit, 
technology, and transport). The demographics of the survey group are shown in the Appendix section at the 
end of this report. 

CIOs are forward-looking, but under pressure 

Figure 1 shows CIOs’ responses to a collection of ten statements, framed to capture the overall posture of 
CIOs and their IT organisations in the face of technology and business change. Respondents were asked to 
agree/disagree with each of the following (randomized) statements: 

n We need to give up more control over how technology is purchased and used. 

n Business teams are ready to take more responsibility for the results of technology-based projects. 

n We struggle to keep up with demand for new technology capabilities and changes to capabilities. 

n Our technology and skills investments are well-aligned to what our wider business needs today. 

n Our current technology suppliers are a good fit to support changes we want to make in how we use 
technology in our business. 

n We have a good understanding of how we need to adapt the skills profile of our IT organisation over 
the next 12-24 months to meet business needs. 

n We have the right learning and support mechanisms in place to enable our current IT staff to meet the 
needs of our business over the next 12-24 months. 

n We have a good handle on what ‘digital transformation’ means for our organisation. 

n We have a clear understanding of the full range of technology tools, applications and cloud services in 
use across the business. 

n Technology openness and flexibility are more important to us than feature lists. 

From respondents’ answers, we can discern three main patterns worthy of commentary here: 

n Technology readiness. 

n Lurking skills gaps. 

n The challenge of managing demand. 

	  

CIOs know their teams need to evolve in order to thrive as their organisations become digital enterprises, but a 
lack of skills (and a lack of trust between theirs and business teams) risks hold them back. 
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Technology readiness 
Although 57% of our respondents agree or strongly agree that they have a good handle on what ‘digital 
transformation’ means for their organisation, which leaves 43% still struggling. In the context of our other 
research, this isn’t at all surprising: although the signature features of digital transformation initiatives are 
starting to be more commonly understood, we still find many organisations unsure about how best to 
implement these features within their business models and industry contexts. IT departments are struggling to 
cement their position as providing a value-adding role as the changes take hold across businesses. There’s still 
more education to do here. 

The increasing level of understanding about those signature features of digital transformation is in evidence in 
our survey responses. 69% of respondents believe that when selecting and implementing new technology 
products, openness and flexibility are more important than feature lists. This echoes something we see 
increasingly in our consulting work: more and more organisations are prioritising flexibility and speed over 
highly feature-rich products. ‘Simpler’ technology products are easier for people to consume. 

Skills issues 
When we look at the responses to all three of our skills-focused questions here, there is a clear disconnect 
between respondents’ high-level confidence about “how we need to adapt the skills profile of our IT 
organization” and the confidence they have in existing learning and support systems (and indeed, existing IT 
staff).  
	  

Figure 1 How much do you agree with the following statements when thinking 
about your own IT organisation? 

 

Source: MWD Advisors 
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Interestingly, fully 60% of our sample agreed or strongly agreed that their technology and skills investments are 
well-aligned to their business’ current needs. At the same time, respondents show fairly high levels of 
confidence that their existing suppliers will be able to support them in their future endeavours – even if they’re 
not completely sure of the details of what transformation might be needed: 66% agreed, or strongly agreed, 
with this statement. 

However, 57% of our respondents either disagreed or strongly disagreed that “we have the right learning and 
support mechanisms in place to enable our current staff to meet the needs of our business over the next 12-24 
months.” Looking specifically at respondents who reported a good understanding of how they need to adapt 
their skills profile, 60% don't believe they have the learning and support mechanisms in place.  

This indicates that respondents are preparing to make significant changes to staffing in their organisations – in 
other words, hiring and firing. When we look at how IT organisations are trying to reinvent themselves, we 
conclude that many organisations are going to have real trouble unless they look to do more to develop 
existing in-house resources. Most organisations can't compete with fintech start-ups, banks or online players in 
terms of salaries and benefits – which means organisations have to engage in more serious planning around 
skills development for existing people as a high priority.  

Challenges relating to the availability of specialist skills also brings opportunity for technology vendors. 
Vendors that focus on simplifying their products and ‘democratising access’ to highly-prized technical 
capabilities (such as high-level data analytics and insight tools aimed at business users, for customers that can't 
afford their own teams of data scientists) stand to gain. Cloud platform providers that promote their security 
credentials and certifications as more thorough than is otherwise achievable with in-house resources, are a 
great example of how this can play out. 

The challenge of managing demand 
Although our CIO respondents have relatively strong faith in their current technology and skills investments, 
responses to our questions about managing demand for IT services are enlightening. 

Of course, there’s a lot of industry commentary about ‘shadow IT’ and whether this is a good or a bad thing. 
Either way, we see strong evidence of it from our respondents – the relatively low-cost nature of many modern 
digital technology platforms continues to spur ‘spontaneous’ adoption across business departments. 40% of 
respondents admit to not having a clear understanding of the full range of technology, tools, applications and 
cloud services in use across their wider businesses. 

In parallel with this, there’s a clear tension between centralised IT provision and business teams – in terms of 
what each ‘side’ needs, against what they’re willing to take responsibility for: 

n 69% of our CIOs say their organisations struggle to keep up with demand for new technology 
capabilities.  

n Yet nearly as many (62%) don’t believe they need to give up control over how technology is purchased 
and used.  

n The same number of respondents disagree that business teams are ready to take on more 
responsibility for the results of technology-based projects.  

n Moreover, only 40% of the people who told us that centralised IT needs to give up more control, 
actually think business teams are ready to take more control themselves!  

Clearly, there’s both a challenge and a corresponding opportunity here. Organisations need to find new ways 
of collaborating across organisational boundaries to create new technology-driven business capabilities. They 
also need tools and practices that will help them do that efficiently and effectively. When we look back at our 
survey regarding technology ease-of-use, we perhaps see a way forward. 



CIOs’ responses to digital imperatives highlight gaps in skills and trust 6 
	

© MWD Advisors 2017                   www.mwdadvisors.com 

Changing responsibilities: towards digital, 
innovation 

Building on our observations, we also asked CIOs a pair of targeted questions. We wanted to first understand 
the principal responsibilities of respondents’ IT organisations, and then explore how our respondents expected 
the importance of these responsibilities to change over time. Figures 2a and 2b show an overview of the 
results. 

As figure 2a shows, today some central IT organisations find their responsibilities distanced from the domain of 
customer interactions. 20% of our respondents admit to having no responsibility at all for providing digital 
services to support customer interactions; and this responsibility is only core to the value delivered by just over 
a third (35%) of respondents. In contrast, responsibility for providing business and technology integration 
platforms, and for providing infrastructure and information security systems, is a key part of value delivered for 
over 80% of our survey group.  

 
	  

Figure 2a 

 

To what extent is each of these activities a part of what your IT 
organisation specifically delivers now? 

 

 

Source: MWD Advisors 

CIOs expect to take more responsibility for digital and innovation initiatives over the next two years. More 
collaborative, peer-to-peer relationships between business teams and IT functions are vital enablers, though, if 
responsibility for these initiatives is really going to shift. 
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However, when we look at respondents’ expectations for how these responsibilities will evolve (figure 2b), we 
see a clear trend towards customer- and business-facing requirements. Looking at what we would have 
historically called “core IT responsibilities” – providing infrastructure and information security systems, and 
providing utility services around core systems of record, etc. – we see an expectation from well over 50% of our 
respondents that their importance will stay static or decline.  

However 81% believe that responsibility for providing digital services will grow in importance to their 
organisations over the next two years. This is something we also see anecdotally from our case study research 
and consulting, where digital initiatives that start in Marketing organisations are increasingly maturing to the 
point that they need to integrate with core IT and corporate data resources. 

There’s also a clear direction regarding support for product and service innovation initiatives, with 81% of our 
respondents expecting the importance of this to grow over the next two years. 
	

	

Remember, though, that more than half of our survey respondents (57%) report that they don’t have the right 
learning and support mechanisms in place to enable their current IT staff to meet these business needs (figure 
1). This further highlights the skills gap. CIOs need to manage this challenge in order to enable their businesses 
to transform. 

Responsibility for digital (or innovation) initiatives will not shift from business to IT without a lot of work, no 
matter how much CIOs might feel that this is ‘natural’. In most organisations, business teams have taken the 
lead on digital and innovation initiatives thus far: they are not going to hand over control where they see their 
IT partners demonstrating an ‘us and them’ mentality. The only sustainable way for CIOs to realise their vision 
of greater influence is by building strong peer-to-peer, collaborative relationships with business teams – with a 
focus on customer outcomes as their shared motivation. 

 

Figure 2b 

 

How do you expect the importance of these activities to change over the 
next two years? 

 

 

Source: MWD Advisors 



CIOs’ responses to digital imperatives highlight gaps in skills and trust 8 
	

© MWD Advisors 2017                   www.mwdadvisors.com 

Staffing trends: driving digital 

After asking CIOs about the overall posture of their IT capability with respect to business needs, and also about 
their expectations around changing responsibilities, we also asked respondents how their staffing levels are 
changing across six key types of roles: 

n Data, insights and analytics 

n Information security and business continuity 

n Business analysis and architecture 

n Business relationship management 

n Application development and testing 

n Infrastructure and application administration and support. 

 
	  

Figure 3 How are your IT staffing levels changing across the following areas? 

 

Source: MWD Advisors 

CIOs’ expectations of staffing levels are changing in line with what they tell us about their changing 
responsibilities. We see a clear a shift towards increased staffing in roles supporting digital transformation 
initiatives. 
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As figure 3 clearly shows, there’s a shift towards increased staffing in roles supporting digital transformation – 
data, insights and analytics, business analysis and architecture, and business relationship management. It’s also 
not surprising to see information security and business continuity roles receiving significant attention – the IT 
security threat landscape is more challenging than it’s ever been, and as more and more business activity 
moves online, information security and business continuity risks become ever more crucial to manage 
effectively (and quickly). 

76% of our respondents are seeing an increase in headcount for skilled data, analytics and insight personnel in 
their teams; closely followed in popularity by information security and business architecture (56%). 

Digging deeper into the expected change in the skills landscape, it’s clear that IT organisations recognise a 
need to grow their skills in key areas like data analytics, information security, business analysis, and so on. 
However, as we’ve already seen, our survey respondents are also clear that they don’t have confidence that 
they’ll get to their destinations with current staff alone.  

The significant challenge here is that hiring for hot skills means engaging in ever-tougher competition for talent 
– and not every organisation can compete effectively for the hottest talent, however lofty their ambitions. 
Again, we see opportunities for savvy vendors that can bring simplified tools to market which help relatively 
non-specialist communities get started in delivering value with minimal training (although these will not be for 
everyone). 

The slowest growth area we see from our responses is admin and support – only 14% of respondents are 
expecting staffing levels here to increase. We find that IT teams, more than ever, are focusing on providing 
more value-adding services to businesses and seeking to pivot away from simply providing a ‘lights-on’ support 
role. This shift is of course made possible in part by the emergence of cloud platform providers that are able to 
accomplish much of the heavy lifting on behalf of their customers. 
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Technology trends: towards a new wave of 
automation 

Last in our survey, we provided our CIO respondents with a list of business technology topics and asked them 
to identify their primary attitude to each one. CIOs could identify a topic as ‘core to our strategy’, ‘incidental to 
our strategy’, ‘we’re investigating it’s potential’, ‘not relevant’, or ‘don’t know’. 

Figure 4 plots, for each technology topic, the responses where the topic is ‘core to our strategy’ (x axis) against 
the responses where they were investigating its potential (y axis). There are two main features that stand out: 

n Strong adoption of ‘base’ digital platform aspects – public cloud, private cloud, mobile 
applications, business process automation, big data and advanced analytics. 

n Strong interest in a new wave of more sophisticated business automation enablers – blockchain, 
machine learning / AI and serverless / microservices application architecture. 

Figure 4 To what extent are the following trends having an impact on your strategy? 

 

Source: MWD Advisors 

Technology topics relating to digital platforms and tools are already core to CIOs’ strategies. A cluster of 
technologies enabling a new wave of business automation is been keenly explored at the same time. 
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Looking in more detail at the responses of our CIOs, we see: 

n Cloud platforms are ‘part of the furniture’. Investment in both public and private cloud is core for 
the majority of respondents (64% and 53% respectively). 

n A new wave of automation is cresting, but hasn’t broken yet. 59% of respondents cite business 
process automation as core to their strategy, but only 17% of respondents acknowledge artificial 
intelligence and machine learning as being core to their strategy; however, 42% are investigating its 
potential. 

n Application architecture, AI and blockchain are potential ‘next big things’. The highest number of 
our respondents (53%) are “investigating the potential” of serverless / microservices application 
architecture topics, followed by AI/ ML and blockchain. Of our overall list, blockchain appears to be the 
biggest unknown: although 44% report that they are investigating its potential, and 22% feel confident 
in saying that blockchain is “not relevant”, there’s a further 20% of our sample who just don’t know yet. 

Another skills warning flag  
One last point we need to make here is that even the topics that our respondents cite as ‘core to strategy’ 
(mobile applications, business process automation, big data and advanced analytics, and cloud platforms) 
need skilled, experienced staffing. Given the challenges of developing and acquiring these skills, this raises yet 
another warning flag.  

Few organisations can compete in the market for the hottest talent, especially when that talent is also sought 
by venture-backed fintech startups, digital platform providers. If you can’t attract the hottest talent, what’s your 
strategy for developing the skills you’ll need? Any organisation serious about digital transformation should look 
at its learning resources, budgets, systems and processes as a high priority.   
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Appendix – Demographics of survey participants 
	

 

Figure 5 Demographic breakdown of respondents 

 

Source: MWD Advisors 


